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Ezg;sﬂ_ >emester B.E. Degree Examination, Dec.2015/Jan.2016
Metwork Socurity
3 hrs. = Max. Marks: 100
Note: Answer any FIVE full questions, selecting
atieasi TWO questions from each part.
PART - A
With a neat block diagram, discuss the functioning of network security model List four
basic tasks of designing security model. (10 Miarks)
Encrypt the message “ELECTRONICS” using playfair cipher with a key “INDIA”. Also,
give the rules for encryption. (14 Marks)
Encryi:;t tne plaim text “HAND” using hill cipher with the key
s § '
key =
173
Also decryot it and ver fy the encryption and decryption text. (10 Marks)
In S — DES, 10 - bit key is “1610000010”. Find the sub keys k; and k. If
P33 2758710 9B 1D
Tg =B X &R B30 9
(16 Marks)
in a2 REA algorithm system, the cipher text received is C = 10 with a public key Py = {5,
35}, deduce the plain texz Verify the answer by encryption process. {10 Marks)
Explain Diffic — Hellman ’(cy exchange al orithm. Also calculate the Y4, Yy and secret key
‘K} Q-f C; = 3, &= J ;‘ . A/'»ﬂf_\_ > ,,Qn /x 6 ‘\AU L‘,’E?“’d{y
Neve i b {65 Miarlks)
M uuﬂm the requirzmen 1 signature. {05 Marks)
Explain the signing aﬁé v ctions of digital signature algor -thm (DSA). (16 Marks)
: PART - ®
Explain the SSL architecture. - (16 Marks)
Highlight the key features of SET. - (65 Marks)
Explain in detail, the payment capture transaction supporfed by “ET (85 Marks)
‘Explain the architechure of a distributed intrusion detection system. Give the major issues in
the desxgn : {30 Marks)
Briefly explain the password selection strategies. (10 Marks)
Give the taxonomy of malicious programs and explain in brief. {16 Marks)
With a schematic, explain the typical step in digital immune system. {10 Marks)
With 3 neat diagram, explain the co *1c‘epf of trusted systems. (16 Marks)
What is firewall? Mention the capabilities and lmitations of firewalls. {16 Marks)




